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About the Sponsor

The purpose of NetCE is to provide challenging cur-
ricula to assist healthcare professionals to raise their
levels of expertise while fulfilling their continuing edu-
cation requirements, thereby improving the quality of
healthcare.

Our contributing faculty members have taken care to
ensure that the information and recommendations are
accurate and compatible with the standards generally
accepted at the time of publication. The publisher dis-
claims any liability, loss or damage incurred as a conse-
quence, directly or indirectly, of the use and application
of any of the contents. Participants are cautioned about
the potential risk of using limited knowledge when inte-
grating new techniques into practice.

Disclosure Statement

It is the policy of NetCE not to accept commercial sup-
port. Furthermore, commercial interests are prohibited
from distributing or providing access to this activity to
learners.

Course Objective
The purpose of this course is to provide psychologists
with an understanding of ethical issues common to
their practices and tools necessary for effective ethical
decision making.

Learning Objectives
Upon completion of this course, you should be able to:

L.

Define general concepts at the core
of an ethical psychology practice.

Outline the history of psychology
and ethics in the United States.

Discuss the principle of competence
and its significance in psychology.

Identify key aspects of informed consent.

Review the principles of privacy and
confidentiality and the psychologist’s
responsibilities when protecting clients’
privacy.

Describe the impact of technology and
exploitation on the psychologist-client
relationship

Outline components of ethical decision
making and the process for complaints.
Discuss key considerations for using
artificial intelligence (Al) in clinical
practice.
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INTRODUCTION

General ethical concepts applicable to all psy-
chologists regardless of setting include competence,
informed consent, privacy and confidentiality, and
avoiding harm or exploitation. This course provides
specific information regarding each of the areas
and how they apply to psychologists in a variety of
settings with a variety of professional relationships.
Psychologists also must be able to understand and
differentiate the complex interactions between
the American Psychological Association’s (APA’s)
Ethical Principles of Psychologists and Code of
Conduct, the ethical codes of various state psycho-
logical associations, regulations of state licensing
boards, institutional policies and procedures, state
and federal law, and community and local standards
of practice. Common ethical issues and complaint
procedures are also reviewed.

GENERAL CONCEPTS

As noted, there are four ethical standards applicable
to all psychologists regardless of setting: compe-
tence, informed consent, privacy and confidential-
ity, and avoiding harm or exploitation [1]. Ethical
rules and standards provide a frame of reference
for guidance in decision making about the most
appropriate action to take in a given situation. As
experience and circumstances change, the ethical
standards for psychologists evolve from a strict set
of rules about behavior and conduct to becoming
more aspirational in nature. The practice of being
ethical changes to being more involved with think-
ing through the consequences of actions and more
cognizant about the day-to-day impact of ethics on
practice.

Ethics differs slightly from values, morals, and laws.
Values are ways to determine what is more or less
important in decision making [2; 3]. Morals are
specifically about motivations and actions and how
those motivations and actions are good and bad.
Morals have a social component and pertain to rules
that govern life in a social structure. Morals are based
in culture, history, and generally religious authority.

They are usually agreed upon by the culture and
serve to form the basis of the laws in the society.
The laws are an external system of constraints on
behavior that apply equally to everyone within the
society. Ethics are a self-imposed system for con-
straining behavior based on values and morals [2;
3]. It is also a system of moral values governing the
conduct of a person or the members of a profession.
Ethics form the basis of professional standards that
are then codified into laws regulating the members
of a profession.

Psychology has developed ethics and ethical decision
making over several decades with multiple revisions
to the APA Ethics Code. The APA Ethics Code has
attempted to be scientifically based in principles that
will allow for decision making and are generalizable
to the profession as a whole. More recently, it has
focused more on problem areas that serve as the
basis of complaints against psychologists to licens-
ing boards.

A HISTORY OF PSYCHOLOGY AND
ETHICS IN THE UNITED STATES

The APA was founded in July 1892 at Clark Univer-
sity by a group of 26 men, many of whom accepted
invitation to the group by mail. The first meeting
involved the presentation of 6 research papers [4]. Its
first president was G. Stanley Hall, and it began with
31 members [5]. It was the aspiration of the APA
that the organization would provide guidance and
assistance to members who were obtaining advanced
degrees and becoming credentialed in new fields
of expertise. There was a progressive movement in
politics and a need for more professionals to assist
in political demands.

Following the Civil War, the United States entered
into a rapid growth phase. There was corruption in
the building of the Transcontinental Railroad and
there were Congressional scandals related to the
misuse of governmental funds, bribery, and excess
charges. In addition to corruption in the govern-
ment, there was a high crime rate, a high poverty
rate, concerns about the use of “greenbacks” (or
Confederate money), and limitations in the mon-
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etary supply based on reliance on the gold standard.
G. Stanley Hall had established Clark University
as a research institution and founded the American
Journal of Psychology. Psychology as a young field
was moving into research, which was controversial,
and away from work with healthy individuals and
anthropology. The field was expanding to include
work with animals, children, sick people, and the
new practice of hypnosis [4; 5]. Ideas of what was and
was not appropriate for the field began to coalesce.
After World War II, the APA began to expand and
grow quickly. The need for an ethical code and ethi-
cal standards came out of the expanding profession
and out of situations in which psychologists found
themselves without clarity for decision making.

The first Committee for Ethical Standards for Psy-
chologists formed in 1947. The Committee worked
on developing a description of critical situations in
which psychologists made decisions involving ethical
considerations. More than 2,000 members contrib-
uted to formulating the first Ethics Code in 1953.
Consisting of 171 pages, it was a lengthy document,
reflecting the postwar concerns of conflicts of the
academic freedom movement, McCarthyism, and
requests to design tests to support racial segregation
[6]. The next edition, published in 1959, consisted
of 18 principles and a preamble.

Today, the APA has more than 190,000 members
and 54 divisions in subfields of psychology [7]. The
2002 edition of the revised Ethics Code consists
of an introduction and an applicability section
and separates the ethical code and laws regarding
the professional practice of psychology. The APA’s
Ethical Principles of Psychologists and Code of
Conduct was amended in 2010 to deal with conflicts
of psychologists providing services to the military
and potentially violating human rights and again
in 2016 to ensure that psychologists take reasonable
steps to avoid harming those with whom they work
and to assert that psychologists do not participate
in, facilitate, assist, or otherwise engage in torture
[8]. The current Ethics Code consists of an introduc-
tion, a preamble, five general principles, and specific
ethical standards.

ETHICAL STANDARDS

General ethical principles of psychology stem from
a value that psychologists work to develop a valid
and reliable body of scientific knowledge based on
research [9]. The current Ethics Code has a stated
goal of ensuring “the welfare and protection of the
individuals and groups with whom psychologists
work and education of the members, students, and
the general public regarding ethical standards of the
discipline” [8].

COMPETENCE

Competence is a fundamental ethical principle in
the healthcare professions. Medicine and psychology
define competence as, “the habitual and judicious
use of communication, knowledge, technical skills,
clinical reasoning, emotions, values, and reflection
in daily practice for the benefit of the individual and
community being served” [1; 10]. To be considered
adequately or well qualified to practice psychology
(i.e., competent) is a process of evaluation of a spe-
cific area. Both the individual psychologist and the
profession as a whole strive to determine areas of
competent practice and the basis on which to form
those evaluations.

The profession has set forth educational standards
for doctoral programs in psychology. This involves
accreditation of schools and colleges at a regional
level and setting forth standards for accreditation
by the APA for graduate school. Internships and
postdoctoral fellowships may also be accredited by
the APA, the Association of Psychology Postdoctoral
and Internship Centers, or both.

Following graduation and completion of internships
and postdoctoral fellowships, licensing boards in
states with licensure requirements for professional
practice set additional minimum standards for com-
petence. Some states require continuing education
following licensure to remain current on the research
and developments within the field. The psychology
boards often work in conjunction with the Associa-
tion of State and Provincial Psychology Boards to
set standards for examination or certification and
to facilitate mobility of licensure to other states,
territories, or provinces.
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Following licensure, recognition can be obtained
from the National Register of Health Service
Providers in Psychology, or certification from the
Association of State and Provincial Psychology
Board’s Certificate of Professional Qualification in
Psychology (CPQ). The American Board of Profes-
sional Psychology provides an additional examina-
tion to document competence in areas of expertise.
Additionally, some types of training offer certifica-
tion documenting training and skill in a particular
technique or area.

Competence involves knowing all aspects about
the services, treatment, evaluation, and decisions
made in an area of expertise being provided. Clini-
cal practice recommendations and evidence-based
approaches provide guidelines regarding what
constitutes effective practice. The purpose of the
guidelines is to limit idiosyncratic, self-serving meth-
odologies that may cause harm to an individual or
to the profession.

The 2016 APA Ethics Code addresses competence in
standard 2.0 [8]. The following sections are reprinted
with permission:

2.01 Boundaries of Competence

(a) Psychologists provide services, teach, and
conduct research with populations and in
areas only within the boundaries of their com-
petence, based on their education, training,
supervised experience, consultation, study, or
professional experience.

(b) Where scientific or professional knowledge in
the discipline of psychology establishes that an
understanding of factors associated with age,
gender, gender identity, race, ethnicity, culture,
national origin, religion, sexual orientation,
disability, language, or socioeconomic status
is essential for effective implementation of
their services or research, psychologists have or
obtain the training, experience, consultation,
or supervision necessary to ensure the compe-
tence of their services, or they make appropriate
referrals, except as provided in Standard 2.02,
Providing Services in Emergencies.

(c) Psychologists planning to provide services,
teach, or conduct research involving popula-
tions, areas, techniques, or technologies new
to them undertake relevant education, training,
supervised experience, consultation, or study.

(d) When psychologists are asked to provide
services to individuals for whom appropriate
mental health services are not available and
for which psychologists have not obtained
the competence necessary, psychologists with
closely related prior training or experience may
provide such services in order to ensure that
services are not denied if they make a reason-
able effort to obtain the competence required by
using relevant research, training, consultation,
or study.

() In those emerging areas in which generally
recognized standards for preparatory training
do not yet exist, psychologists nevertheless take
reasonable steps to ensure the competence of
their work and to protect clients/patients,
students, supervisees, research participants,
organizational clients, and others from harm.

(f)  When assuming forensic roles, psychologists are
or become reasonably familiar with the judicial
or administrative rules governing their roles.

2.02 Providing Services in Emergencies

In emergencies, when psychologists provide services
to individuals for whom other mental health services
are not available and for which psychologists have
not obtained the necessary training, psychologists
may provide such services in order to ensure that ser-
vices are not denied. The services are discontinued
as soon as the emergency has ended or appropriate
services are available.

2.03 Maintaining Competence

Psychologists undertake ongoing efforts to develop
and maintain their competence.
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2.04 Bases for Scientific
and Professional Judgments

Psychologists’ work is based upon established scien-
tific and professional knowledge of the discipline.
(See also Standards 2.01e, Boundaries of Compe-
tence, and 10.01b, Informed Consent to Therapy.)

2.05 Delegation of Work to Others

Psychologists who delegate work to employees,
supervisees, or research or teaching assistants or who
use the services of others, such as interpreters, take
reasonable steps to (1) avoid delegating such work
to persons who have a multiple relationship with
those being served that would likely lead to exploita-
tion or loss of objectivity; (2) authorize only those
responsibilities that such persons can be expected
to perform competently on the basis of their educa-
tion, training, or experience, either independently or
with the level of supervision being provided; and (3)
see that such persons perform these services compe-
tently. (See also Standards 2.02, Providing Services
in Emergencies; 3.05, Multiple Relationships; 4.01,
Maintaining Confidentiality; 9.01, Bases for Assess-
ments; 9.02, Use of Assessments; 9.03, Informed
Consent in Assessments; and 9.07, Assessment by
Unqualified Persons.)

2.06 Personal Problems and Conflicts

(@) Psychologists refrain from initiating an activity
when they know or should know that there is a
substantial likelihood that their personal prob-
lems will prevent them from performing their
work-related activities in a competent manner.

(b) When psychologists become aware of personal
problems that may interfere with their per-
forming work-related duties adequately, they
take appropriate measures, such as obtaining
professional consultation or assistance, and
determine whether they should limit, suspend,
or terminate their work-related duties. (See also
Standard 10.10, Terminating Therapy.)

Psychologists generally do not attempt to perform
services for which they feel incompetent; they
attempt to perform services they believe they can
effectively offer. As time goes on, they may be swayed
by financial considerations, misdirected ideas about
trying to be helpful, or beliefs regarding what is
appropriate. Consider the following scenarios:

e A psychologist accepts a new position at
a company offering to provide training in
a new area of services for her. After she is
scheduled to see patients, she finds that
the “training” consists only of being given
copies of outlines of reports to follow. She
begins to see patients but is immediately
overwhelmed. The company complains
she is not meeting performance standards.
She turns in her resignation but is told she
is already scheduled with patients and to
leave prematurely would harm patients who
had already waited weeks to be scheduled.
She leaves, and the company files an ethics
complaint against her.

* A psychologist joins a group practice to
provide production testing for a large
company under contract. The psychologist
has taken a few semesters of testing while in
graduate school but has done no testing in
at least a decade. Although the psychologist
seeks supervision independently, the
supervising psychologist suggests the services
currently being provided are so far below the
standard of practice as to appear unethical.
The psychologist decides to pursue other
employment.

When starting a new position, it is important to
know exactly what will be required to determine
whether or not the psychologist will be competent
to perform the task. Positions that are described as
“training” or “under supervision” should provide to
the psychologist a clear delineation of the supervi-
sion, training expectations, methods of evaluation,
and feedback or evaluation procedures. In recent
years, more focus has been given to models of train-
ing and supervision, including competency-based
supervision.
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Competency-Based Supervision

Competency-based supervision has been defined as,
“an approach that explicitly identifies the knowledge,
skills, and values that are assembled to form a clini-
cal competency and develops learning strategies and
evaluation procedures to meet criterion-referenced
standards in keeping with evidence-based practices
and requirements of the local clinical setting” [11].
The focus on competency-based standards came
following the 2002 revision of the APA Ethical
Principals and Code of Conduct. There was a shift
in education from assessment of curricula to educa-
tional outcomes and an emphasis on accountability
to the public in education. Over time, the compe-
tency model moved into supervision and training
programs as well as graduate school programs.

Quality assessment and evaluation came out of pro-
gram evaluation in business, then it slowly migrated
to general health care, to the professional schools
of psychology, to professional organizations, and
finally to ideas about outcomes of services. The
idea of determining objectively whether or not
what was desired by the client was achieved and
the expected outcome produced was quite novel
in psychology prior to 1990. Along with this came
the idea of developing benchmarks for quality and
guidelines for achievement to ensure that quality was
maintained throughout an organization. Research
designs examining outcomes and “best practices”
were developed. In addition, organizations started
asking clients about their needs, expectations, and
ideas. This led to the concept of partnerships or
collaboration between psychologists and patients
in creating a treatment plan. It also led to surveys
from patients and appraisals for teachers, employ-
ers, supervisors, and healthcare providers regarding
whether or not expectations were being met. The
concept of competency started to have, as a basis
for evaluation, objective data on outcome and self-
assessment, expected developmental progressions,
and benchmarks for achievement of foundational
skills and abilities at various points in time along a
continuum of professional development. In addition
to foundational skills (the knowledge basis one needs
to be competent), functional skills (the abilities one
must demonstrate to be considered competent) were
proposed.

Finally, the idea of outcome assessment (how does
one know if what they are doing is working) was built
into the model as a feedback loop for refinement of
competency assessment. In an educational setting,
these concepts were superimposed on a developmen-
tal perspective applicable to teachers, mentors, and
supervisors. Eventually, the concepts were incorpo-
rated into psychology professional schools and APA
accreditation processes for education in psychology.

In 2007, the Assessment of Competency Bench-
marks Workgroup published their document for
the APA entitled the Assessment of Competency
Benchmarks Work Group: A Developmental Model for
the Defining and Measuring Competence in Professional
Psychology [12]. They created a three-dimensional
“Cube Model,” with foundational competencies
and functional competencies forming the 12 core
competencies for clinical practice. These were placed
in a developmental model to guide supervisors from
practicum training through advanced practice to
lifelong learning.

Within the Cube Model, the foundational compe-
tencies consist of reflective practice self-assessment,
scientific knowledge and methods, relationships,
ethical and legal standards policy, individual and
cultural diversity, and interdisciplinary systems.
The functional competencies consist of assessment,/
diagnosis/case conceptualization, intervention,
consultation, research/evaluation, supervision/
teaching, and management/administration [12; 13].

The healthcare field in general began to look at
models to assess value, the idea of the consumer
of services being important to evaluate the services
and outcomes of the services, and benchmarking
quality for provision of health care. In the United
States and Canada, psychology moved from a prac-
tice of completing hours and coursework toward a
focus on competency for accreditation standards as
a benchmark for quality education. Competency-
based education, training, and credentialing efforts
in professional psychology included graduate, practi-
cum, internship, and postdoctoral levels; licensure;
postlicensure certifications; and board certification.
General and specialty credentialing efforts in North
America and internationally followed suit.
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Cultural Competency

In addition, psychology became increasingly aware of
cultural and community reactions to diverse groups
feeling excluded, stigmatized, and alienated. Over a
period of about 40 years, psychology evolved from
a profession in which “even the rats were white”
and a focus on pathology of differences, to a field
in which diversity in all forms (cultural and ethnic
differences; gender, racial, and sexual orientation;
knowledge about different communities; sensitivity
to disabilities, heritage, and individual strengths
and weaknesses; and the value of diversity itself)
became expectations of competence. Explore how
cultural competence affects psychologists” practice
in the following examples:

* A White psychologist is working with a
group of predominantly African American
and Hispanic clients on “anger issues” in a
group practice. In talking with colleagues
in the group practice, he discovers that his
group on “anger management’ consists
of 75% African American men while the
population of clients of the group practice
is 85% White. In questioning the colleagues
about their criteria for referring clients to
the group, they feel that the expression
of anger by their African American
patients was “more of a problem” than the
expression of anger by their White patients.
A retrospective review of charts showed that
the group on “anger” is capturing only about
15% of eligible clients. White clients are not
being referred regardless of whether anger
was a presenting problem.

* A psychologist seeks consultation regarding
treatment of a gay male couple in family
therapy. He indicates to the consultant that
he is uncomfortable treating the couple
now that they are legally married and are
planning to adopt a child.

e A psychologist uses an interpreter to assist
with the evaluation of a Spanish-speaking
client. The psychologist asks the client, “Are
you suicidal?” The interpreter translates,

« ) . -d 1 ?”
You aren’t suicidal, are you?

e A psychologist is asked to provide
intervention strategies to help a group home
for developmentally disabled adults keep a
male client and a female client from having
a sexual relationship because it makes the
staff uncomfortable.

Case Study

A psychologist decides to treat a family in therapy.
The parents of two minor children decide at some
point in treatment to get a divorce. Records are
requested for a court hearing regarding custody of
the children, and the therapist is asked to testify
on behalf of the wife and to separately evaluate the
children regarding custody.

There are a number of issues regarding competence
in this scenario. The psychologist has been acting as
a therapist, and attempting to transition to the role
of impartial evaluator in a forensic setting requires
expertise above what is routine for a treating thera-
pist. The blurring of roles and boundaries suggests
the family may not understand what is appropriate in
the situation and how the role of a forensic evaluator
in a custody case differs from the role of a treating
family therapist. Records of the family may have been
kept on each person individually or on the family as
a whole, making the release of records, if indicated,
problematic. Knowing how to keep records appropri-
ately is an issue of competence. Finally, the therapist
is being asked to testify on behalf of the wife in the
divorce and custody proceeding. The relationship
of the therapist at the start of the treatment clari-
fies to all parties the areas in which the therapist is
competent. To enter into a separate relationship with
just the wife will raise issues of boundaries and role
clarification and may highlight areas that were not
competently addressed at the outset of treatment.
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INFORMED CONSENT

Informed consent in psychology has several aspects.
The first part is that psychologists know what it is
that they are anticipating in providing services and
can provide that information clearly to the client.
The second part is that the person receiving services
is able to understand and make use of the informa-
tion the psychologist is providing. The third part is
that the person receiving the services has the legal
ability to consent to the services to be provided.
Fourth, the person receiving the services must
have the intellectual and psychological capacity to
consent to the services being provided. The fifth
part is the client’s ability to form rational decisions
about the information being provided. Lastly, the
documentation of the agreement to provide services
and to consent to those services being provided is
essential.

Informed consent is described as having two goals:
to promote individual autonomy and to encourage
rational decision making. This presumes that the
individual entering into the relationship has done
so voluntarily and is capable of understanding what
the psychologist is disclosing.

Informed consent can be broken down into the
following areas [14]:

e Information: What is disclosed, how,
when, and by whom?

e Understanding: What did the client
understand about what would happen?
How did that understanding develop?

*  Competency: Did the client have the
cognitive and emotional capacity to
understand what was being commun-
icated? Did they actually understand?

* Voluntariness: Is the client free to choose
or not! Are they subject to undue influence
or coercion! [s someone else responsible
for ensuring that the client will decide or
is someone else deciding for the client?

e Decision: How are the decisions about
treatment being made! What role does
the disclosure play?

The 2016 APA Ethics Code documents the need
for informed consent in psychology in Standard
3.10 [8]. The following section has been reprinted
with permission:

3.10 Informed Consent

(@) When psychologists conduct research or
provide assessment, therapy, counseling, or
consulting services in person or via electronic
transmission or other forms of communica-
tion, they obtain the informed consent of the
individual or individuals using language that
is reasonably understandable to that person or
persons except when conducting such activities
without consent is mandated by law or govern-
mental regulation or as otherwise provided
in this Ethics Code. (See also Standards 8.02,
Informed Consent to Research; 9.03, Informed
Consent in Assessments; and 10.01, Informed
Consent to Therapy.)

(b) For persons who are legally incapable of giving
informed consent, psychologists nevertheless
(1) provide an appropriate explanation, (2)
seek the individual’s assent, (3) consider such
persons’ preferences and best interests, and (4)
obtain appropriate permission from a legally
authorized person, if such substitute consent
is permitted or required by law. When consent
by a legally authorized person is not permitted
or required by law, psychologists take reason-
able steps to protect the individual’s rights and
welfare.

(¢)  When psychological services are court ordered
or otherwise mandated, psychologists inform
the individual of the nature of the anticipated
services, including whether the services are
court ordered or mandated and any limits of
confidentiality, before proceeding.
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(d) Psychologists appropriately document written
or oral consent, permission, and assent. (See
also Standards 8.02, Informed Consent to
Research; 9.03, Informed Consent in Assess-
ments; and 10.01, Informed Consent to
Therapy.)

As discussed, informed consent means providing
information on the nature of the services being pro-
vided, the anticipated course of services, any antici-
pated benefits from the services, any anticipated
risks in having the services or not, and alternatives
to the proposed course of services being suggested,
including what might occur with no treatment.
These components are required both legally as well
as ethically. The first legally recognized use of the
term “informed consent” comes from the Salgo v.
Leland Stanford etc. Bd. Trustees, 154 Cal. App.
2d 560 [Civ. No. 17045. First Dist., Div. One. Oct.
22, 1957.] case [15]. In this case Mr. Salgo was not
told that an angiogram might result in complica-
tions such as paralysis. From this case came the
outline of the requirements that an individual be
fully informed about the nature of procedures, risks,
benefits, and alternatives, and that the understand-
ing be documented in the medical record.

Over time, informed consent has grown to also
include agreeing to the policies and procedures of
the facility in which the person is being seen. These
include policies regarding:

e Scheduling: Frequency of meetings, time
frames for scheduling, time frames for
changing or cancelling appointments, and
issues that would impact scheduling, such
as availability of the psychologist due to
other obligations

* Cancellation: The method of cancellation
or rescheduling of services, charges for
missed sessions, emergency notification
procedures

Payment for services: Cost of services,
which services are covered, use of third-
party payors (such as insurance), when
payment is expected, whether credit cards
or checks are acceptable, the expected
time frames for payment for services, the
procedure if an insurance company or
other third-party payor declines to pay
for services, and fees for other services
such as evaluations, court testimony and
depositions, reports, record review, and
photocopying records to another party

Record keeping: The manner in which
records will be kept, how they are kept,
length of record retention, information
regarding protected health information,
patient rights and access to records, legal
access to records by the court or others
(i.e., who has access to records besides the
psychologist, how is security maintained,
how and to whom records may be released),
and whether the records will include any
audio or video tapes, phone logs, or email
correspondence

Supervision: What information can be
discussed with other professionals, including
interns and postdoctoral fellows. If the
psychologist is providing formal supervision,
does the supervisee have an understanding
of the exact expectations of the relationship
and requirements for hours or completion
of the program? Does the supervisee
understand the role of the supervisor and
has he or she communicated that role to

the client! What evaluation methods will be
used for the supervision? What is expected
in case of a crisis for the client or supervisee!

Collaboration with others: What will be
discussed, which people or organizations
have access to protected health information,
how collaboration will occur, what roles
others will have. Limitations regarding the
people or organizations the psychologist is
allowed to talk with and what information

may be shared should be clarified.
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Rights and responsibilities: What is expected
of the client, rights clients have regarding
their treatment, what clients have a right

to know prior to agreeing to a specific
treatment, what clients should expect from
the psychologist providing treatment, how
treatment will proceed, what clients should
do if they are not satisfied with treatment,
what regulatory agencies are available to
advocate on behalf of a client. Clients
should also be advised of the limitations of
any rights they are likely to believe they have,
such as situations in which they are seen on
behalf of the court and information will be
provided back to the court.

Children and adolescents: Consent for
treatment, obligations to reveal records
to parents or guardians on demand,
limitations to confidentiality, obligations
to reveal information legally for personal
or community safety

Auvailability: When, how, and where
patients can interact with the psychologist,
expectations of privacy and confidentiality,
use of insurance or changes in insurance
reimbursement, how to make contact in
an emergency or between sessions, options
available for dealing with emergencies

Use of insurance or third-party payors:
Information regarding Health Insurance
Portability and Accountability Act (HIPAA).
(Records are transmitted, accessed, and
used electronically for providing services,

to handle billing, for healthcare operations,
and as required by law, and clients should
be advised regarding the standardized
formatting of information to be transmitted
electronically, such as for insurance

billing, and the use of reasonable state-of-
the-art protective measures for computer
security, such as limiting access by use of
passwords or encryption, backing up stored
information before moving hardware,

and maintaining patient privacy.) Also
discuss the use of insurance, collection

of copayments, the insurance company’s
request for records and information, and the
right to decline to use insurance for services.

Many of the difficulties psychologists have with refer-
ence to ethical complaints involve clients not fully
understanding the nature of the services, including
the policies and procedures of the office, the risks
and benefits, and the alternatives available. A simple
signature on a form can document what is expected
and thought to be understood but is not sufficient
for establishing informed consent. Informed con-
sent is not a single process that takes place at the
outset of treatment; it is involved in every step of
the treatment process and often must be revisited
as treatment progresses through different stages.
Consider how informed consent may or may not
have been attained in the following scenarios:

e Mr. X is contacted by his employer for an
evaluation by Dr. ] prior to returning to
work after an injury. He signs paperwork at
Dr. J's office and completes an initial intake
form. He did not bring his reading glasses
to the appointment, and the office clerk has
to show him where to put his signature on
the form and read questions to him so he
can understand what is required. When Mr.
X sees Dr. ], there is no mention from the
clerk that his reading glasses are not available
or the fact that he was unable to sign forms
without assistance. Dr. ] simply asks Mr. X if
he had any questions prior to the evaluation.
Mr. X says, “No.” The evaluation is then
completed, and the report is provided
to Mr. X’s employer. Mr. X is upset that
information was not kept confidential and
that he was not allowed to return to work.
He did not understand the purpose of the
evaluation or the fact that it was going to
be used by his employer in determining
whether he could return to work. Dr. ] had
a form signed by Mr. X that spelled out all of
this information. The fact that Mr. X viewed
the form as a formality and was not able to
read it was not known to Dr. J.
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* Dr. S decides that in vivo desensitization is
the best form of treatment for Ms. Z’s fear
of spiders. Ms. Z consents to therapy. When
Dr. S actually brings a spider into the office,
however, Ms. Z runs from the room sobbing,
indicating that she “had no idea” that actual
spiders were to be used in her treatment.

*  Miss C is 5 years of age and is afraid of
anyone wearing a mask or costume. Her
parents bring her into treatment for her
fearfulness. Dr. D explains to Miss C
directly the purpose of treatment and how
treatment would progress. Dr. D outlines
to Miss C and her parents that the patient
will start by drawing masks and throwing
them out and that at any part of drawing she
can stop or just close her eyes. She would
progress to using dolls and putting dolls in
masks. Again, she could stop or close her
eyes. She would then put dolls in costumes.
Eventually, she would be expected to go on
a field trip to see people dressed in animal
costumes and is expected to do that without
being scared or afraid. In addition to her
parents understanding what is involved in
treatment, Miss C is explained the treatment
in detail.

It is possible to abdicate or waive the informed
consent process. In these cases, the client must
demonstrate an understanding of the right to have
information about treatment and be involved in
decisions about the treatment process. The client
then may specifically indicate that he or she wants
the psychologist to make those decisions on the cli-
ent’s behalf. This is often referred to as an “opt-out”
procedure and involves research with minimal risk,
in which full disclosure will be detrimental; emer-
gency process and potentially life-saving techniques
are being studied; or a substitute for the consent
process is not readily available and failure to provide
treatment would result in harm.

There are also cases in which the person is not com-
petent to make decisions due to being a minor or
having been found by the court to be incompetent.
In these cases, assent or dissent to treatment will
not authorize or constitute a valid refusal, and a
substitute for informed consent would be required.
This is contrasted with someone who may be psy-
chotic, intoxicated, severely intellectually disabled,
or unconscious and is unable to make rational
decisions and understand the information that is
being presented by the psychologist. When review-
ing the following case examples, analyze how issues
of incompetence might apply:

*  Mr. I is an autistic adult being evaluated
for a sheltered workshop program at
the request of his parents. He has been
recognized as incompetent by the court,
and his parents are his legal guardians.

* Ms. P has taken a Minnesota Multiphasic
Personality Inventory and wants to review
the results. Her psychologist determines
that such information may worsen her
depression and increase her already
present suicidal ideation and withholds the
information based on therapeutic privilege.

e  Ms. T is unconscious following a suspected
overdose when brought to an emergency
department for evaluation by a psychologist.

In each of these situations, the decision about
treatment will be made by someone other than the
patient. Family members or friends, the treating
psychologist, a governmental authority, or hospital
authority will provide third-party consent.

In general, psychiatric patients who are involun-
tarily hospitalized must be provided with informed
consent to treatment. In California, the law also
requires that voluntarily hospitalized patients be told
specifically of their right not to be treated without
their informed consent [16]. For individuals in
California who are developmentally delayed and
involuntarily hospitalized, the hospital is required to
have a patient advocate available to provide informed
consent on behalf of the patient and advocate on

his or her behalf.
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PRIVACY AND CONFIDENTIALITY

There are distinctions between privacy, confiden-
tiality, and privileged communications. Privacy is
an essential part of the professional psychologist’s
treating relationship with a patient, consultant, or
supervisee. What is revealed in the treatment rela-
tionship must remain private so the treatment will
be effective. The patient, consultant, or supervisee
must feel free to readily disclose information to join
into the treatment relationship.

Examples of privacy issues include:

e There is little soundproofing between
offices, and discussions between a client
and therapist can be overheard easily in
the next room.

* A psychologist discusses a client on an
online ListServ in ways that make the
client identifiable.

* A psychologist recognizes a client at a
social party, makes eye contact, then
immediately leaves, making it obvious
there is some relationship between the
psychologist and client to others in
attendance.

* A client contacts a psychologist on
Facebook requesting to be “friends.”

Confidentiality concerns information that is gath-
ered by a psychologist. Federal and state laws govern
which records must be kept, and the Ethics Code
stipulates that psychologists are to keep records
[8]. The nature and extent of the records will vary
based on the purpose, setting, and context of the
psychological services [17]. Records benefit both the
client and the psychologist, allowing a delineated
treatment plan, notation of services provided,
monitoring of treatment, and assistance in legal
or ethical proceedings or when transferring care
to another provider. Guidelines for record keeping
were set forth by the APA and were approved in
February 2007. The guidelines expired in 2017. As
of that date, users are encouraged to contact the
APA Practice Directorate to determine whether the
guidelines remain in effect [17]:

Guideline 1: Responsibility for records:
Psychologists generally have responsibility
for the maintenance and retention of their
records.

Guideline 2: Content of records: A
psychologist strives to maintain accurate,
current, and pertinent records of
professional services as appropriate to the
circumstances and as may be required by the
psychologist’s jurisdiction. Records include
information such as the nature, delivery,
progress, and results of psychological
services and related fees.

Guideline 3: Confidentiality of records:
The psychologist takes reasonable steps to
establish and maintain the confidentiality
of information arising from service delivery.

Guideline 4: Disclosure of record-

keeping procedures: When appropriate,
psychologists inform clients of the nature
and extent of record-keeping procedures
(including a statement on the limitations of
confidentiality of the records according to

Ethics Code Standard 4.02).

Guideline 5: Maintenance of records: The
psychologist strives to organize and maintain
records to ensure their accuracy and to
facilitate their use by the psychologist and
others with legitimate access to them.

Guideline 6: Security: The psychologist
takes appropriate steps to protect records
from unauthorized access, damage, and
destruction.

Guideline 7: Retention of records: The
psychologist strives to be aware of applicable
laws and regulations and to retain records
for the period required by legal, regulatory,
institutional, and ethical requirements.

Guideline 8: Preserving the context of
records: The psychologist strives to be
attentive to the situational context in which
records are created and how that context
may influence the content of those records.
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*  Guideline 9: Electronic records: Electronic
records, like paper records, should be
created and maintained in a way that is
designed to protect their security, integrity,
confidentiality, and appropriate access, as
well as their compliance with applicable
legal and ethical requirements.

*  Guideline 10: Record keeping in
organizational settings: Psychologists
working in organizational settings
(e.g., hospitals, schools, community
agencies, prisons) strive to follow the
record-keeping policies and procedures

of the organization as well as the APA
Ethics Code.

* Guideline 11: Multiple-client records:
The psychologist carefully considers
documentation procedures when conducting
couple, family, or group therapy in order to
respect the privacy and confidentiality of all
parties.

¢ Guideline 12: Financial records: The
psychologist strives to ensure accuracy
of financial records.

* Guideline 13: Disposition of records: The
psychologist plans for transfer of records
to ensure continuity of treatment and
appropriate access to records when the
psychologist is no longer in direct control,
and in planning for record disposal, the
psychologist endeavors to employ methods
that preserve confidentiality and prevent
recovery.

Confidentiality is a concern in each of the follow-
ing cases:

e A client refers a friend or family member
for treatment.

* Information regarding clinical treatment
of a client is overheard.

e DPatient records are stolen from a parked car.

e A family member requests information
regarding a client’s issues.

* A release of records is requested for one
member of a couple being seen jointly, and
the records contain information about the
other member as well.

Privileged communication is defined as the legal
right of an individual to keep confidential disclo-
sures from any judicial proceeding or court of law.
The legal definition may vary according to state
statutes and laws. The California Evidence Code
section 1014 notes [18]:

The patient, whether or not a party (to a legal pro-
ceeding), has a privilege to refuse to disclose, and
to prevent from disclosing, a confidential commu-
nication between patient and psychotherapist if the
privilege is claimed by:

(@) The holder of the privilege (e.g., the client).

(b) A person who is authorized to claim the privi-
lege by the holder of the privilege (e.g., parent
or legal guardian).

(c) The person who was the psychotherapist at the
time of the confidential communication, but
the person may not claim the privilege if there
is no holder of the privilege in existence or if
he or she is otherwise instructed by a person
authorized to permit disclosure (e.g., the client,
parent, or legal guardian).

Issues of privilege include:

e A client puts his or her mental health
at issue in a workers’ compensation case.

* A client is mandated for evaluation by
federal or state law.

* A child seeks treatment independently
from his or her family.

e A victim of crime seeks treatment.

e A psychologist seeks to limit information
to a government agency regarding treatment
following receipt of a subpoena.

e A psychologist seeks to obtain evaluation
records of a patient undergoing a legally
mandated evaluation and has authorization
from the patient but not from the holder
of privilege (the legally mandated referral
agency).
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The APA Ethics Code addresses standards of pri-
vacy and confidentiality in Standard 4: Privacy and
Confidentiality. This standard is reprinted with
permission in the following sections [8]:

4.01 Maintaining Confidentiality

Psychologists have a primary obligation and take
reasonable precautions to protect confidential infor-
mation obtained through or stored in any medium,
recognizing that the extent and limits of confi-
dentiality may be regulated by law or established
by institutional rules or professional or scientific
relationship. (See also Standard 2.05, Delegation
of Work to Others.)

4.02 Discussing the Limits of Confidentiality

(a) Psychologists discuss with persons (including, to
the extent feasible, persons who are legally inca-
pable of giving informed consent and their legal
representatives) and organizations with whom
they establish a scientific or professional rela-
tionship (1) the relevant limits of confidentiality
and (2) the foreseeable uses of the information

generated through their psychological activities.
(See also Standard 3.10, Informed Consent.)

(b) Unless it is not feasible or is contraindicated,
the discussion of confidentiality occurs at the
outset of the relationship and thereafter as new
circumstances may warrant.

(c) Psychologists who offer services, products, or
information via electronic transmission inform
clients/patients of the risks to privacy and lim-
its of confidentiality.

4.03 Recording

Before recording the voices or images of individu-
als to whom they provide services, psychologists
obtain permission from all such persons or their
legal representatives. (See also Standards 8.03,
Informed Consent for Recording Voices and Images
in Research; 8.05, Dispensing with Informed Con-
sent for Research; and 8.07, Deception in Research.)

4.04 Minimizing Intrusions on Privacy

(a) Psychologists include in written and oral reports
and consultations, only information germane
to the purpose for which the communication
is made.

(b) Psychologists discuss confidential information
obtained in their work only for appropriate sci-
entific or professional purposes and only with
persons clearly concerned with such matters.

4.05 Disclosures

(a) Psychologists may disclose confidential informa-
tion with the appropriate consent of the orga-
nizational client, the individual client/patient,
or another legally authorized person on behalf
of the client/patient unless prohibited by law.

(b) Psychologists disclose confidential information
without the consent of the individual only as
mandated by law, or where permitted by law for
a valid purpose such as to (1) provide needed
professional services; (2) obtain appropriate
professional consultations; (3) protect the
client/patient, psychologist, or others from
harm; or (4) obtain payment for services from
a client/patient, in which instance disclosure
is limited to the minimum that is necessary to
achieve the purpose. (See also Standard 6.04e,
Fees and Financial Arrangements.)

4.06 Consultations

When consulting with colleagues, (1) psychologists
do not disclose confidential information that rea-
sonably could lead to the identification of a client/
patient, research participant, or other person or
organization with whom they have a confidential
relationship unless they have obtained the prior
consent of the person or organization or the dis-
closure cannot be avoided, and (2) they disclose
information only to the extent necessary to achieve
the purposes of the consultation. (See also Standard
4.01, Maintaining Confidentiality.)
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4.07 Use of Confidential Information
for Didactic or Other Purposes

Psychologists do not disclose in their writings, lec-
tures, or other public media, confidential, personally
identifiable information concerning their clients/
patients, students, research participants, organiza-
tional clients, or other recipients of their services
that they obtained during the course of their work,
unless (1) they take reasonable steps to disguise the
person or organization, (2) the person or organiza-
tion has consented in writing, or (3) there is legal
authorization for doing so.

Exceptions to Confidentiality

There are basic exceptions to confidentiality based
on the ideas of doing no harm and providing a
benevolent relationship to the community in which
a psychologist works. Breaches of confidentiality
can produce feelings of betrayal and loss of trust
in the therapeutic relationship, and such breaches
are made only when it is necessary to do so. One
exception to confidentiality is to ensure the safety
of the person in treatment or any others. If a person
divulges intent to harm or kill him- or herself, then
it is the duty of the therapist to assist the patient
in maintaining his or her safety. This may include
breaching confidentiality to law enforcement, family
members, hospital personnel, or treating physicians
to ensure that no harm comes to the patient. Section
3.04, Avoiding Harm, of the APA Ethics Code notes,
“Psychologists [should] take reasonable steps to avoid
harming their clients/patients, students, supervis-
ees, research participants, organizational clients,
and others with whom they work, and to minimize
harm where it is foreseeable and unavoidable” [8].

Suicide and Self-Harm

Out of the obligation of psychologists to minimize
harm where it is foreseeable and unavoidable comes
a duty to assist with civil commitment and involun-
tary hospitalization [19]. Suicide is a serious public
health problem that affects people of all ages. For
Americans, suicide is the 10th leading cause of
death. It resulted in 48,824 lives lost in 2024 [20].
The top three methods used in suicides are firearm,
suffocation, and poisoning [20].

More people survive suicide attempts than actually
die. In 2022, 616,000 people received medical care
for self-inflicted injuries at emergency departments
across the United States [20]. Complicating evalua-
tion and treatment is the issue of attempting to pre-
dict how likely persons expressing suicidal ideation
are to actually harm themselves. Clinical assessment
has relied almost exclusively on an individual’s self-
report [21]. According to the Harvard Medical School
Guide to Suicide Assessment and Intervention, “There is
no psychological test, clinical technique, or biologi-
cal marker sufficiently sensitive and specific to sup-
port accurate short-term prediction of suicide in an
individual person” [22]. Risk management strategies
are used to lessen the risk of suicide and strengthen
the ethical and legal documentation of that evalu-
ation. Several guidelines have been established for
psychologists working with suicidal patients [3]:

* Be familiar with the current literature
regarding risk factors, epidemiology, and
management of the suicidal patient. It
is equally important for clinicians to be
knowledgeable of the law of the jurisdiction
and current developments in the field.

e Take a complete patient history that
includes indicators of suicide risk based
upon diagnostic criteria and known risk
factors for suicide. Throughout treatment,
when risk is elevated the clinician should
ask specific, forensically significant questions
about depression and suicidal feelings and
thoughts.

e Obtain releases to consult with past
therapists and secure the patient’s medical
and mental health records.

e Use the Diagnostic and Statistical Manual
of Mental Disorders diagnostic criteria to
accurately diagnose patients and guide
treatment.

e Recognize limitations (e.g., time restraints,
appointment availability), understand
technical proficiencies (training, education,
and experience), and be aware of emotional
tolerance levels when working with suicidal
patients.
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*  Good record keeping is paramount. The
model risk-benefit progress note should
include: (a) an assessment of suicide risk;
(b) the information alerting the clinician
to that risk; (c) which high-risk factors were
present in that situation and in the patient’s
background; (d) what low-risk factors were
present; (e) what information, namely
the patient’s history and the clinician’s
professional judgment, led to actions
taken and rejected.

* Routinely seek consultations from
professional colleagues who have expertise
in treating suicidal patients.

* Consult with legal counsel to determine if
the insurance carrier needs to be notified
of a serious suicide attempt or completed
suicide.

Harm of Others

The same types of issues arise with concerns that a
patient will harm others. Following legal landmark
cases (e.g., 1976 California Supreme Court deci-
sion on Tarasoff v. Regents of the University of
California; 1983 Hedlund v. Superior Court; and
2004 Ewing v. Goldstein), states have enacted laws
to require psychologists to warn those at risk and
persons in close relationship to the object of the
person’s threat and to include information from
family members, not just the patient directly. In
the Ewing case, the APA dissented from the ruling,
stating that “requiring a therapist to warn intended
victims when notified by a family member would
have a ‘chilling effect’ on patients” [1]. The facts of
the case document some information that is often
omitted from discussion regarding the ethical issues
involved in the case. The following is from Ewing

v. Goldstein, 15 Cal. Rptr. 3d 864 - Cal: Court of
Appeals, 2nd Appellate Dist., 8th Div. 2004 [23]:

Respondent Dr. David Goldstein is a mar-
riage and family therapist. Between 1997
and June 2001, Goldstein provided per-
sonal therapeutic services to Geno Colello,
a former member of the Los Angeles Police
Department. Goldstein treated Colello

for work-related emotional problems and
problems concerning his former girlfriend,

Diana Williams.

Beginning in early 2001, Colello became
increasingly depressed and despondent
over the termination of his relationship
with Williams. Colello’s feelings of depres-
sion significantly increased in mid-June,
after learning of her romantic involvement
with another man.

Goldstein last met with Colello at his office
on June 19, 2001. Goldstein spoke with
Colello on the telephone on June 20 and
again on June 21, when he asked Colello
if he was feeling suicidal. Colello “was not
blatantly suicidal, but did admit to think-
ing about it.” Goldstein asked Colello to
consider checking himself into a psychiat-
ric hospital and also sought and obtained
Colello’s permission to speak with his

father, Victor Colello.

Colello had dinner with his parents on
June 21. He was extremely depressed.
Colello talked to his father about how he
had lost the desire to live and about his
building resentment toward Williams’ new
boyfriend. He told his father “he couldn’t
handle the fact that [Williams] was going
with someone else,” and said he “was con-
sidering causing harm to the young man
that [Williams] was seeing.” Colello’s father
contacted Goldstein and told him what
Colello had said. Goldstein urged Colello’s
father to take Colello to Northridge Hos-
pital Medical Center, where Goldstein
arranged for him to receive psychiatric
care. Colello was voluntarily admitted the
evening of June 21, under the care of Dr.
Gary Levinson, a staff psychiatrist.

On June 22, Levinson told Colello’s father
he planned to discharge Colello. Con-
cerned that his son was being released pre-
maturely, Colello’s father called Goldstein.
Goldstein contacted Levinson, with whom
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he had not yet spoken and explained why
Colello should remain hospitalized. Levin-
son told Goldstein that Colello was not sui-
cidal and would be discharged. Goldstein
urged Levinson to re-evaluate Colello and
keep him hospitalized through the week-
end. He did not do so.

Colello was discharged on June 22. Gold-
stein had no further contact with his
patient. On June 23, Colello murdered
Williams’ new boyfriend, Keith Ewing, and
then committed suicide.

Keith’s parents, Cal and Janet Ewing, sued
Goldstein for wrongful death based on pro-
fessional negligence. The Ewings alleged
Colello posed a foreseeable danger to their
son and had directly or indirectly through
third persons communicated to Goldstein
his intention to kill or cause serious physi-
cal harm to him. They alleged Goldstein
failed to discharge his duty to warn their
son or a law enforcement agency of the risk
of harm his patient posed to their son’s
safety.

What is often omitted in discussions about this case
is the fact that Geno Colello was a police officer
and had access to weapons and substantial knowl-
edge and training in using them. Complicating the
clinical treatment decision making was the fact that
June 22, when Geno Colello was released from the
hospital, was a Friday and Geno Colello was not
scheduled to be seen by Dr. Goldstein until the
next week. Dr. Goldstein appropriately questioned
the validity of Dr. Levinson’s assessment in light
of contradictory information from the family but
failed to do anything to make his own assessment
of the patient and failed to notify law enforcement
or the potential victim or family members of the
potential threat. Had Dr. Goldstein gone to the
hospital and independently evaluated Geno Colello
and determined he was not a threat, then the Ewing
family would not have reasonably been able to assert
professional negligence.

The risks for notification of the victim of potential
harm are not unsubstantial. In one case in which
a patient made the assertion that he “could get a
gun in exchange for a couple of tacos” and shoot
his former employer, the patient was arrested by the
police department after the former employer called
them. While charges in the case were eventually
dropped, the patient faced some time in jail as well
as legal expenses [24]. In a similar case in Louisiana,
a patient was arrested and charged with extortion
after his threats were conveyed to the workers’ com-
pensation carrier for his employer [25].

When a patient reveals he or she has harmed a child
or an elder, there are state laws that may require
the notification of the police or some other legal
authority [26]. The same may be true of a dependent
adult [27]. If a child indicates he or she is a victim
of a crime, the psychologist is required under child
abuse laws to report the abuse [26].

Other Exceptions

Until November 1999, there was no patient-psycho-
therapist confidentiality for psychologists involved
in treating or evaluating military personnel. There
is now limited confidentiality (Appendix) [28]. Psy-
chologists are also allowed to breach privacy when a
patient seeks psychological services to enable him-
or herself to commit a crime or avoid detection for
having committed a crime [1].

Under some circumstances, the holder of privilege
to release information is not the patient. This is
true when the court has ordered an evaluation and
the psychologist is court-appointed, when there are
legal proceedings to establish sanity or competency,
or when the patient has put his or her mental state
at issue in a legal proceeding, such as a malpractice
claim, a personal injury claim, or a claim for disabil-
ity benefits due to a mental disorder. Confidentiality
is also voided in cases when a patient sues a therapist
for breach of duty or a therapist sues a patient for
inappropriate behavior.
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Patients are able to allow the release of their records
by signing an authorization. The authorization must
comply with state law, if any applies, and with any
federal regulations, such as HIPAA. Two excep-
tions are if a patient requests to view his or her
own clinical record and the therapist believes that
such a release may harm the patient, or if a parent
or guardian wishes to view the clinical record of
his or her child and the psychologist believes that
releasing the records would have a detrimental effect
on treatment, the safety of the child, or the child’s
well-being [29]. When a patient dies, a psychologist
may release records concerning the conveyance of
a will or deed, but clinical records generally remain
confidential even after the death of a patient.

Technology

The use of technology in psychotherapy impacts
confidentiality, privacy, privilege, and even how
therapy is conducted. It is now common for thera-
pists to have websites, and the use of search engines
enables patients and therapists alike to obtain
information that previously was not generally avail-
able. Some psychologists have embraced the use
of technology, setting up telehealth services and
offering treatment via video-conferencing, e-mail,
and cell phone, while others have incorporated
policy statements on the use of Google, Facebook,
and Twitter into their practices [30; 31]. While the
APA Ethics Code is not continually revised to reflect
the rapid advances in technology, supplementary
publications (e.g., the Guidelines for the Optimal Use
of Social Media in Professional Psychological Practice
and the Guidelines for the Practice of Telepsychology) are
informed by the Ethics Code and legal regulatory
requirements and are available to assist providers in
maintaining compliance with HIPAA laws [31; 32;
33]. While point-to-point contacts with computers
may be secure, remote access and the use of video
conferencing (e.g., Skype) and other Internet-based
phone services or the utilization of cloud comput-
ing, email, and social networking sites may limit
privacy and confidentiality. In all of these instances,
patients must be advised that others may have access

to their information. Well-understood protocols
for all individuals using technological systems (e.g.,
psychologists, billing agencies, patients, support
staff) should be in place to limit the risk of others
obtaining data they are not entitled to. The use of
laptop and tablet computers increases the risk of data
being stolen or lost; password encryption is required.
Up-to-date virus protection is also required to limit
dissemination of information or being immobilized.
Clients should be informed of the risks of the use of
technology prior to their use in therapy [31; 32; 33].

Artificial Intelligence (Al)

Artificial intelligence (Al) is generally defined as
a “subdiscipline of computer science that aims to
produce programs that simulate human intelligence”
[34]. In healthcare settings, Al can be used to stream-
line administrative tasks, improve workflow, and aid
in clinical decision making [35]. As Al tools become
increasingly integrated into health care, human over-
sight and thoughtful interaction between humans
and technology are critical. In its current state, Al
use in psychological practice raises significant ethical
issues, including transparency, bias, data security,
misinformation, professional judgment, and profes-
sional liability. To help psychologists navigate these
key considerations for responsible Al use, the APA
created an ethical guidance document aligned with
the fundamental principles of the APA Ethics Code,
available at https://www.apa.org/topics/artificial-
intelligence-machine-learning/ethical-guidance-
professional-practice.pdf [36].

The APA also has created a step-by-step guide
designed to assist with the selection of digital tools
that use Al technology. Key considerations include

[37]:

e Company leadership: If a tool is designed
for use by mental and behavioral clinicians,
are these professionals represented in
leadership?

* Tool functionality: Does it offer value! Does
it integrate with software you currently use?
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* Clinical evidence: Is there clinical evidence
to support the tool’s safety and effectiveness!
When appropriate, is the tool FDA-
approved?!

e HIPAA compliance: Does the company
providing the Al tool attest to compliance
with HIPAA and other applicable privacy
standards?

* Data security: Does the company provide
a clear and understandable data security
policy? Is the data encrypted? Does the
company have any additional certifications
that demonstrate strong cybersecurity and
data security practices!

e Privacy policy and terms of service: Are
these available for review prior to purchase
of the tool?

Al should serve as a tool to support, not replace,
professional judgment in healthcare settings. The
considerations addressed in these APA resources
are meant to help psychologists assess whether
their selection and use of Al-driven interventions
align with existing principles and standards while
safeguarding patient/client well-being and trust [36].
Psychologists are encouraged to engage in proactive
interdisciplinary discussions and continuing educa-
tion, collaborate with Al developers and advocate
for ethical Al development, and uphold professional
standards to help shape a responsible and equitable
Al-integrated future [36].

Additional APA resources on Al are available on
its website at https://www.apa.org/topics/artificial-
intelligence-machine-learning.

AVOIDING HARM AND EXPLOITATION

Ethics codes for psychologists have always been
concerned with preventing the infliction of harm

on others. Principal A of the APA Ethics Code deals

with beneficence and nonmaleficence [8]:

Psychologists strive to benefit those with
whom they work and take care to do no
harm. In their professional actions, psy-
chologists seek to safeguard the welfare and
rights of those with whom they interact pro-
fessionally and other affected persons, and
the welfare of animal subjects of research.
When conflicts occur among psycholo-
gists’ obligations or concerns, they attempt
to resolve these conflicts in a responsible
fashion that avoids or minimizes harm.
Because psychologists’ scientific and profes-
sional judgments and actions may affect the
lives of others, they are alert to and guard
against personal, financial, social, organiza-
tional, or political factors that might lead
to misuse of their influence. Psychologists
strive to be aware of the possible effect of
their own physical and mental health on
their ability to help those with whom they
work.

Harm may or may not be intentional; it may result
from incompetence or lack of awareness. However,
exploitation is more deliberate and consists of
using someone unfairly or benefiting unjustly from
someone. Some harmful relationships may not
be exploitative, while other relationships are both
harmful and exploitative. Incompetence that results
in harm has been addressed earlier in this course.
Harm from a lack of awareness may arise when the
psychologist has issues that impact his or her men-
tal or physical well-being, a lack of insight into his
or her own perceptions and biases, and/or a lack
of understanding of the foreseeable consequences
of a course of action. Harmful and exploitative
relationships generally involve boundary violations
and role-confusion, such as sexual involvement with
a patient, research subject, supervisee, or student.
The involvement of third parties as payors, grant
funders, or other types of relationships that include
remuneration may create a conflict of interest situ-
ation. Conflicts of interest may also arise when the
psychologist is acting in multiple roles, such as in
providing an objective assessment in a forensic case
as well as being a patient advocate in treatment.
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ETHICAL DECISION MAKING

In many situations, psychologists need a framework
for determining the most ethical course of action.
The theoretical orientation of the psychologist may
provide some guidance, such as in how much to
disclose about one’s personal life or whether or not
nonsexual touch is permitted. For others, religious
views dictate overriding concepts of morality and
values and guide ethical decision making. Models
have been proposed to assist with ethical decision
making in forensic cases, general ethical decisions,
and health care [38; 39]. Nagy documents seven
different models for ethical decision making [1; 40;

41; 42; 43; 44; 45; 46; 47]:
*  Worst case scenarios

* Eightstep model

e 10-step process

* Nine questions for multiple role
relationships

e Five-step model
e Three-factor model

e Fourfactor model

Other possible frameworks include an 18-step model
and the formulation of ethical issues from a feminist
perspective [48; 49]. Consultation with colleagues
and/or legal counsel can assist a psychologist in
formulating a decision when faced with an ethical
dilemma.

COMPLAINTS AND CHARGES

When psychologists violate ethical standards or state
or federal laws, people who believe they were harmed
can file a complaint with the state licensing authority
or can institute a lawsuit against the psychologist. If
the psychologist is a member of the APA, a grievance
can be filed through the APA Ethics Office. The psy-
chologist has the option to withdraw membership
when contacted to begin the preliminary investiga-
tion. The process of investigation is lengthy and can
take more than a year. The psychologist may seek

legal advice from an attorney in responding to the
investigation. The Ethics Office ultimately will make
a decision whether or not to impose sanctions on
the psychologist. These sanctions can range from:

e Reprimand: There is a violation, but
no harm came to an individual or to
the profession of psychology.

¢ Censure: There is harm to someone,
but it is not substantial.

e Expulsion: There are egregious acts
resulting in harm to another or to the
profession.

e Stipulated resignation: Serious violations
have occurred whereby the psychologist is
allowed to resign but may reapply when
they comply with certain stipulations or
directives. Because the APA is not a licensing
authority, even if one resigns or is expelled,
he or she is still allowed to practice unless
the state licensing authority chooses to
investigate and decides to suspend or
revoke the license.

The APA Ethics Office can also issue directives in

addition to these sanctions. These include:

e (Cease and desist order: Requires the
psychologist to stop the unethical conduct

e Corrective actions: Steps to ensure that
the unethical conduct will not recur,
including supervision, additional education,
treatment, or probation and monitoring to
ensure compliance

The state licensing board is part of a regulating
agency designed to protect consumers. Complaints
are reviewed by a state Ethics Committee. States
vary in types of disciplinary actions they may take,
and the procedures differ from those of the APA.
In California, complaints are reviewed through an
administrative law process. The process starts when
a member of the public files a complaint. At that
particular stage, the professional receives a Letter
of Inquiry of a Complaint requiring a response in a
very short period of time. If the case is not resolved
at this level, the matter may lose its confidentiality
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and the licensing board may file an accusation,
which is a public document somewhat like an indict-
ment. There are very precise procedures following
an accusation that the attorney must know in order
to propetly defend the client. Cases may go to trial
before an administrative law judge following a set
of rules called the Administrative Procedure Act,
which is part of California Government Code Sec-
tion 11340 [50]. Professionals facing a trial may call
witnesses, cross-examine every witness called by the
licensing board, call experts, and offer a variety of
types of evidence. In trial, there tends to be relaxed
rules of evidence, such as allowing hearsay as evi-
dence in proceedings against a professional. After
the trial, the judge issues a decision that goes back
to the licensing board for adoption or nonadoption.
States can issue a variety of penalties, including a
letter of warning, probation, suspension, and revoca-
tion of licensure.

Psychologists can also face civil lawsuits and crimi-
nal charges for serious issues. Psychologists usually
notify their malpractice insurance provider when
faced with such charges and are assigned an attorney.
The legal process is different than in administrative
law and more formal rules of evidence and a higher
burden of proof apply.

By understanding the APA Ethics Code and laws
governing the practice of psychology, psychologists
can reduce the likelihood of receiving an ethical
complaint.

CONCLUSION

Ethical theory is complicated, and its application is
challenging. Ethical decision making tackles many
pressing issues facing psychologists. In order to chart
a problem-solving course, all psychologists need
specific tools to assist in this endeavor.

Familiarity with and adherence to the APA Ethics
Code can offer a degree of protection from the vari-
ous pitfalls of practicing psychology in contemporary

American society, such as administrative sanctions
and malpractice suits. Following federal, state, and
local laws, along with any/all ethical codes or rules
where practicing, offers further protection from legal
or administrative action; however, ethical principles
are primarily intended to benefit the client. It is the
goal of ethics to instill clients and the public with
trust in psychologists and a sense of autonomy while
ensuring client safety.

Psychologists should update skills in law and ethics
routinely. The psychologist with a good understand-
ing of ethics is equipped to deal with questions
regarding care plans and, when confronted with
difficult choices or ethical dilemmas, is capable of
consistently making ethically sound decisions and
justifying those decisions. Furthermore, discussion
of newer ethical issues advances the practice and
scope of psychology.

APPENDIX

WHITE HOUSE, Washington, D.C.—Sec. 2. Part
I1I of the Manual for Courts-Martial, United States,
Military Commission Rules of Evidence, Rule 513.
Psychotherapist-patient privilege [28].

(a) General Rule. A patient has a privilege to refuse
to disclose and to prevent any other person
from disclosing a confidential communication
made between the patient and a psychothera-
pist or an assistant to the psychotherapist, in
a case arising under the Uniform Code of
Military Justice, if such communication was
made for the purpose of facilitating diagnosis or
treatment of the patient’s mental or emotional
condition.

(b) Definitions. As used in this rule of evidence:

(1) A “patient” is a person who consults with
or is examined or interviewed by a psycho-
therapist for purposes of advice, diagnosis,
or treatment of a mental or emotional
condition.
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(c)

(2) A “psychotherapist” is a psychiatrist, clini-
cal psychologist, clinical social worker, or
other mental health professional who is
licensed in any State, territory, possession,
the District of Columbia, or Puerto Rico
to perform professional services as such,
or who holds credentials to provide such
services from any military healthcare facil-
ity, or is a person reasonably believed by the
patient to have such license or credentials.

(3) An “assistant to a psychotherapist” is a
person directed by or assigned to assist a
psychotherapist in providing professional
services, or is reasonably believed by the
patient to be such.

(4) A communication is “confidential” if not
intended to be disclosed to third persons
other than those to whom disclosure is in
furtherance of the rendition of professional
services to the patient or those reasonably
necessary for such transmission of the com-
munication.

(5) “Evidence of a patient’s records or com-
munications” is testimony of a psychothera-
pist, or assistant to the same, or patient
records that pertain to communications by
a patient to a psychotherapist, or assistant
to the same, for the purposes of diagnosis
or treatment of the patient’s mental or
emotional condition.

Who May Claim the Privilege. The privilege may
be claimed by the patient or the guardian or
conservator of the patient. A person who may
claim the privilege may authorize trial counsel,
defense counsel, or any counsel representing
the patient to claim the privilege on his or her
behalf. The psychotherapist or assistant to the
psychotherapist who received the communica-
tion may claim the privilege on behalf of the
patient. The authority of such a psychothera-
pist, assistant, guardian, or conservator to so
assert the privilege is presumed in the absence
of evidence to the contrary.

(d) Exceptions. There is no privilege under this rule:

(1) when the patient is dead;

(2) when the communication is evidence of
child abuse or neglect, or in a proceeding
in which one spouse is charged with a crime
against a child of either spouse;

(3) when federal law, state law, or service regu-
lation imposes a duty to report information
contained in a communication;

(4) when a psychotherapist or assistant to a
psychotherapist believes that a patient’s
mental or emotional condition makes the
patient a danger to any person, including
the patient;

(5) if the communication clearly contemplated
the future commission of a fraud or crime
or if the services of the psychotherapist are
sought or obtained to enable or aid anyone
to commit or plan to commit what the
patient knew or reasonably should have
known to be a crime or fraud;

(6) when necessary to ensure the safety and
security of military personnel, military
dependents, military property, classified
information, or the accomplishment of a
military mission; or

(7) when an accused offers statements or other
evidence concerning his mental condi-
tion in defense, extenuation, or mitiga-
tion, under circumstances not covered by
R.C.M. 706 or Mil. R. Evid. 302. In such
situations, the military judge may, upon
motion, order disclosure of any statement
made by the accused to a psychotherapist as
may be necessary in the interests of justice.

(e) Procedure to Determine Admissibility of Patient

Records or Communications.

(1) In any case in which the production or
admission of records or communications of
a patient other than the accused is a matter
in dispute, a party may seek an interlocu-
tory ruling by the military judge. In order
to obtain such a ruling, the party must:
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(A) file a written motion at least 5 days
prior to entry of pleas specifically
describing the evidence and stating
the purpose for which it is sought
or offered, or objected to, unless the
military judge, for good cause shown,
requires a different time for filing or
permits filing during trial; and

(B) serve the motion on the opposing
party, the military judge and, if practi-
cal, notify the patient or the patient’s
guardian, conservator, or representa-
tive that the motion has been filed and
that the patient has an opportunity to
be heard as set forth in subparagraph

(©)(2).

Before ordering the production or admis-
sion of evidence of a patient’s records or
communication, the military judge shall
conduct a hearing, which shall be closed.
At the hearing, the parties may call wit-
nesses, including the patient, and offer
other relevant evidence. The patient shall
be afforded a reasonable opportunity to
attend the hearing and be heard. However,
the hearing may not be unduly delayed for
this purpose. The right to be heard under
this rule includes the right to be heard
through counsel, including Special Victims’
Counsel under section 1044e of title 10,
United States Code. In a case before a
court-martial composed of a military judge
and members, the military judge must
conduct the hearing outside the presence
of the members.

The military judge may examine the evi-
dence or a proffer thereof in camera, if such
examination is necessary to rule on the
production or admissibility of protected
records or communications. Prior to con-
ducting an in-camera review, the military
judge must find by a preponderance of the
evidence that the moving party showed:

(4)

(5)

(6)

(A) a specific, credible factual basis dem-
onstrating a reasonable likelihood that
the records or communications would
contain or lead to the discovery of evi-
dence admissible under an exception
to the privilege;

(B) that the requested information meets
one of the enumerated exceptions
under subdivision (d) of this rule;

(C) that the information sought is not
merely cumulative of other informa-
tion available; and

(D) that the party made reasonable efforts
to obtain the same or substantially
similar information through non-
privileged sources.

Any production or disclosure permitted
by the military judge under this rule must
be narrowly tailored to only the specific
records or communications, or portions
of such records or communications, that
meet the requirements for one of the
enumerated exceptions to the privilege
under subdivision (d) of this Rule and are
included in the stated purpose for which
the records or communications are sought

under subdivision (e)(1)(A) of this Rule.

To prevent unnecessary disclosure of evi-
dence of a patient’s records or communica-
tions, the military judge may issue protec-
tive orders or may admit only portions of
the evidence.

The motion, related papers, and the record
of the hearing must be sealed in accordance
with R.C.M. 701(g)(2) or 1113 and must
remain under seal unless the military judge,
the Judge Advocate General, or an appel-
late court orders otherwise.
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11.

12.

13.

14.

15.

The APA Ethics Code requires that psychologists

providing services to persons legally incapable of
giving informed consent take all of the following
steps, EXCEPT:
A)  Seek the individuals’ assent
B) Delegate care to a supervisor
C) Provide an appropriate explanation
D) Consider each such persons’ preferences
and best interests

It is possible to abdicate or waive the informed

consent process

A) only for emergencies.

B) only when the person is not competent.

C) if the psychologist decides it is too much
information for the person.

D) when a competent client specifically indicates
that he or she wants the psychologist to make
those decisions on his or her behalf.

Psychologists must keep records to

A)  protect against complaints.

B) document practice patterns.

C) share with other psychologists.

D) comply with state and federal law
and the APA Ethics Code.

Confidentiality is a concern in which of the
following cases?
A) Patient records are stolen from a parked car.
B) A client refers a family member for treatment.
C) Information regarding clinical treatment of

a client is overheard.

D) All of the above

Breaching confidentiality to prevent harm

may occur to

A) intended victims.

B) law enforcement, family members, hospital
personnel, or treating physicians.

C) individuals who may be foreseen to be harmed,
such as family members of the intended victim.

D) All of the above

16.

18.

19.

20.

When a psychological evaluation is court ordered,
A) informed consent does not apply.
B) the holder of privilege to release information
is not the patient.
C) the individual has no choice about anything
and is not given any information.
D) the psychologist has the individual sign a
form indicating they understand the service
is court-ordered.

Which of the following steps is necessary to
protect patient confidentiality and comply with
HIPAA laws in light of advances in technology?
A)  Up-todate virus computer protection
B) Information for clients regarding the risks
of the use of technology
C) Wellunderstood protocols for all individuals
using technological systems

D) All of the above

Exploitation is defined as harm caused by
A) incompetence.
B) lack of awareness.
C) using someone unfairly.
D) ignoring the foreseeable consequences
of a course of action.

Which of the following is NOT an ethical
decision-making model?

A)  Eightstep model

B) Fourfactor model

C) Worst case scenarios

D) Multicultural process

If a complaint is filed with the APA Ethics Office
regarding a psychologist, the Office can impose
a reprimand. A reprimand is issued if there
A) is harm, but it is not substantial.
B) s a violation, but no harm to any individuals
or the profession of psychology.
C) are egregious acts resulting in harm to another
or to the profession of psychology.
D) are serious violations, but the psychologist
will be allowed to reapply after complying with
certain stipulations.

Be sure to transfer your answers to the Answer Sheet.
DO NOT send these test pages to NetCE. Retain them for your records.
PLEASE NOTE: Your postmark or facsimile date will be used as your test completion date.
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